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The corona crisis,  data protection and tracking apps in the EU

The COVID-19 outbreak turning into a global pandemic surprised the 
world at the beginning of 2020. Even though it is not the first time a vi-
rus with a high level of transmissibility through respiratory droplets has 
threatened humankind, never in history have we had the chance to make 
full use of digital technologies to fight it. Not to use the opportunity to 
utilise peopleʼs digital devices to stop or at least slow down the COVID-19 
transmission would be absurd. Nevertheless, where a new opportunity 
emerges, potential negative side effects should also be examined. In this 
case, the individualʼs personal data and privacy are at stake ( M A L G I E R I 2 02 0 ; 

Z W I T T E R – G S T R E I N 2 02 0) . Without an aim to disparage the benefits of digital 
technologies in combatting the disease, a global fight against a microscopic 
enemy should never serve as an excuse to undermine higher liberal val-
ues such as individualsʼ freedoms, human rights and privacy ( M A L G I E R I 2 02 0 ; 

M A AT I – Š V E D K AU S K A S 2 02 0 ;  G O N Z Á L E Z F U S T E R – H I L D E B R A N D T 2 02 0 ;  L I PP E R T – WA L BY 2 013 ; 

Z W I T T E R – G S T R E I N 2 02 0) .  

This paper focuses on the utilisation of digital technologies, name-
ly geo-location tracking mobile phone applications, in two European 
Union (EU) countries, the Czech Republic and Austria, during the first 
months after the pandemic outbreak. The aim is to analyse whether the 
appsʼ functionalities complied with the EU data protection and liberal 
standards. Several reasons led to choosing these two countries for the 
analysis. Firstly, they represent two neighbouring states with compa-
rable numbers of confirmed COVID-19 infections in their populations 
during the first wave of the pandemic.1 Secondly, both countries were 
the European pioneers in introducing national geo-localisation apps, 
each putting the first version of its respective app in operation only a 
few weeks after the outbreak. Still, there are differences between the 
countries in other relevant aspects, such as the declaration of the state 
of emergency, the presence or absence of a long-term data protection 
public discourse, and communication of the app functionalities and 
standards to the public. The first wave also defines the time frame 
relevant to the case study, which is from March until August 2020.2 
This period was extraordinary due to the unforeseen challenge for the 
political authorities and the lack of experience and guidelines within 
Europe. The pressure to react to the crisis was high, while the guide-
lines were mostly missing and the control mechanism might have been 
failing. Thus, an opportunity for introducing some illiberal practices 
appeared ( M A AT I – Š V E D K AU S K A S 2 02 0 ;  M A L G I E R I 2 02 0) . 
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Presenting two case studies, the article aims to answer the question of 
how the Czech Republic and Austria reacted to the spread of COVID-19 in-
fection from the perspective of parallel respect for the privacy and personal 
data protection of their citizens. To fulfil this aim, each study is structured in 
four sections that provide answers to the following sub-questions: (1) Under 
which circumstances in the country were the measures undertaken and the 
national geo-localisation apps developed and introduced? (2) Do the nation-
al COVID-19 apps meet the requirements defined by the European General 
Data Protection Regulation? (3) How was the data protection concerning the 
COVID-19 app communicated to the public, and subsequently what was the 
citizensʼ reaction to the launching of the national app? (4) To what extent did 
the national authorities follow or reflect on the pan-European approach in 
their national response to COVID-19 in the area of personal data protection? 

Methodologically, while being in the form of two case studies, the 
paper is based on an analysis of the digital tools introduced to slow down 
the COVID-19 spread and their compliance with the EU data protection 
framework and an evaluation of its liberal standards in regard to individ-
ual privacy. Besides reflecting on the current academic literature on (il)
liberal practices, data surveillance and personal data protection in its first 
section, the paper mainly uses primary sources. These consist of data pro-
tection rules and regulations currently in force, governmental documents 
regarding measures undertaken during the pandemic in both countries and 
online sources dedicated to the developed geo-localisation applications. 

The first section focuses on the (il)liberal practices regarding individ-
ual rights, privacy and data protection from the liberal perspective, and the 
perspective of security and critical surveillance studies. Furthermore, the 
section builds an evaluation framework of (il)liberal practices in a demo-
cratic system towards individual privacy and personal data protection to 
be used in the empirical part. The second section focuses on the personal 
data protection and privacy standards currently in force in the EU, which 
is followed by an overview of the guidelines provided by the European 
Commission and the European Data Protection Board in response to the 
pandemic outbreak. Finally, the last two sections are dedicated to an anal-
ysis of the data collection-related measures and the geo-localisation apps 
developed to slow down the spread of COVID-19 in the Czech Republic 
and Austria. Each of these two sections is divided into four parts accord-
ing to the above-mentioned research questions. 



▷ CZECH JOURNAL OF INTERNATIONAL RELATIONS 56/1/202138

(IL-)LIBERAL STANDARDS OF DATA PROTECTION 
AND GOVERNANCE OF PRIVACY

The digital age starting at the end of the 20th century has significantly trans-
formed the world, not only from the perspective of international politics. 
Digitalisation has introduced scholars to a new dimension of thoughts, in-
sights and understandings of security, privacy and freedom. Cyberspace 
is now considered the fifth domain of warfare, complementing the ʻtradi-
tional onesʼ represented by land, sea, air, and space (C R A I G – VA L E R I A N O 2 018) . 
With humansʼ unpreventable digital footprint, discussions over the role of 
governments in (non)regulation of cyberspace, monitoring of oneʼs activ-
ities, personal data protection, and the state and other stakeholdersʼ re-
sponsibility to protect their citizensʼ digital alter-egos have emerged and 
are represented in all authoritarian, post-authoritarian and democratic 
societies ( A N D R E W – B A K E R 2 019 ;  B A L L E T A L .  2 019 ;  B E L L A N OVA – G O N Z Á L E Z F U S T E R 2 018 ; 

C O O K E 2 015 ;  H A L L I N A N E T A L .  2 012 ;  L I PP E R T – WA L BY 2 013 ;  U N V E R 2 017) . 

Opinions on a fundamental question – whether to (not) regulate and 
to what extent? – vary among authors. The liberal proponentsʼ answers 
oscillate around the promotion of democratic principles, individual free-
doms and human rights, equality, privacy, and protection of civil society 
instead of extensive state control and intervention ( F L ON K E T A L .  2020 ;  H A L L I NA N 

E T A L .  2012 ;  R E I D E N B E RG 20 0 0) . Liberal authors thus advocate for the internet as a 
self-regulated sphere based on voluntary participation, albeit recognising 
the role of the state as an authority providing security and enforcing hard 
rules when needed ( F L ON K E T A L .  2 02 0 :  366) . However, to define the line where 
oneʼs privacy ends and the responsibility of the state to protect starts is 
not easy, regardless of the enemy represented by hybrid threats, surveil-
lance, private companies or a biological threat. 

The comfort that an online lifestyle provides to individuals, represent-
ed by the ease of finding a piece of needed information, contacting people 
from all around the world easily and free of charge, letting apps count the 
calories burned during a workout, etc., has left many people unaware of the 
data footprint they are leaving behind ( B E RG 2 018 ;  B U DA K E T A L .  2 012 ;  H A L L I N A N E T 

A L .  2 012 ;  F R I E D E WA L D E T A L .  2 017;  Z A I A 2 019) . Despite the fact that the first warnings 
about data surveillance and its potential risk of interference in oneʼs privacy 
appeared decades ago,3 it has been the recent relevant cases, such as Edward 
Snowdenʼs surveillance revelation,5 the Cambridge Analytica affair6 or the 
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US security concerns about the Strava app7 followed by strengthening of data 
protection legislation in several countries, which have brought a well-deserved 
level of attention to this area. Once users are exposed to information on the 
data processing functionalities of the mobile location apps they use, their 
initial surprise is frequently replaced by a feeling of betrayal, indignation or 
resignation ( F R I E D E WA L D E T A L .  2 017;  S H K L OVS K I E T A L .  2 014) . “The lack of understand-
ing of the data environment […] significantly reduces the ability for the individ-
ual to ‘rationally’ balance each action,” explain Hallinan, Friedewald and 
McCarthy ( H A L L I NA N E T A L .  2012 :  12) . Maybe surprisingly, when it comes to data 
surveillance in the European context, governments are considered to be 
more trustworthy than private companies by citizens ( H A L L I N A N E T A L .  2 012) .

Data are not a given substance. They must be produced and captured 
( B E L L A N OVA – G ON Z Á L E Z F U S T E R 2 019) and as such they are rather neutral. At the 
same time, they represent a very valuable substance which can serve both 
public welfare and civilian oppression. As a positive example, data collect-
ed and analysed can be used for traffic and public transport utilisation to 
increase the efficiency of future urban planning or to reduce the energy 
intensity of buildings and lifestyles. The smart cities projects based on 
citizensʼ preferences, which are figured out according to their behaviour 
mapping, can provide inhabitants with various benefits (C H A N D L E R – F U C H S 

2 019) . All these concepts are based on Big Data analysis – studying and 
evaluating of anonymised data packages of thousands of people in which 
an individual does not play any role. On the other hand, at the point of 
entry into the database system, the data are personal and represent oneʼs 
usual behaviour, preferences, even private contacts. A single data set be-
ing misused can cause harm either to the individual him-/herself, or to 
the whole society if used to legitimise clustering and double standards, 
analysed by a specifically defined algorithm, etc.7 ( BA L L E T A L .  2 019;  B E L L A N OVA 

– G ON Z Á L E Z F U S T E R 2 019;  B I G O – T S O U K A L A 2 0 0 8 ;  C AV E LT Y – L E E S E 2 018 ;  C H A N – B E N N E T T 2 015 ; 

H O S E I N – A LT S H U L L E R 2 017) . 

The current debate about the liberal practices related to data 
protection can be framed by arguments made by scholars representing 
critical surveillance studies and data studies schools, though not exclu-
sively. Indisputably, illiberal characteristics of privacy invasion can be 
present in democratic regimes, just as liberal standards are not exclusive 
and can be enforced by authoritarian regimes ( B I G O – T S O U K A L A 2 0 0 8 ;  F L O N K 

E T A L .  2 02 0 ;  U N V E R 2 017) . 
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Scholars and legal experts have introduced various concepts of per-
sonal data protection to prevent misuse and breach of personal informa-
tion. Approaches focusing on liberal requirements emphasise democratic 
principles and individual freedoms, rights and privacy. Chris Berg ( 2018) de-
scribes the evolution of data protection regulation as a natural response 
to a rapidly changing technological environment. His arguments for the 
creation and enforcement of effective personal data protection standards 
are (1) the growing risk of violations of individualsʼ data privacy by both 
private and state entities, (2) the low level of digital literacy and (3) the 
need to support a multilateral institutional response to data surveillance 
as “privacy violations in the twenty-first century require collective rather than 
individual responses” ( I B I D. :  16 4) . According to Rubinstein, “[p]rivacy by design 
is an amorphous concept: there is no unique understanding or stabilized defini-
tion. A minimalistic view is that privacy by design happens when the attentive 
implementation of data protection principles is embedded in the design of a new 
technology” ( RU B I N S T E I N 2 011 ,  Q U O T E D I N B E L L A N OVA 2 017:  337) . 

The debate around data protection and state surveillance also 
demonstrates the attempts to disprove the “you have nothing to fear if 
you have nothing to hide” argument. This argument falsely reduces pri-
vacy to a form of secrecy aiming at hiding things ( H A L L I N A N E T A L .  2 012 ;  S OVO L E 

2 011 ;  Z A I A 2 019) . The right of every person to privacy should belong to the 
inviolable rights in all liberal societies, as is argued by liberal scholars 
against those advocating for more control to increase cyber- as well as 
human security ( BA L L E T A L .  2019;  H A L L I NA N E T A L .  2012 ;  RONA – GA B O R 2016;  S O L OV E 2011) . 
Surveillance also potentially invades a variety of activities that are es-
sential in a democratic society such as freedom of thought, expression or 
association. For that reason, high concerns were expressed about misuse 
of personal information, such as collecting too much information which 
can be potentially used against individuals either by the collector itself 
or by being shared without the permission of the concerned individuals 
( A N D R E W – B A K E R 2 019 ;  F R I E D E WA L D E T A L .  2 017 ) . The individuals, despite having 
nothing to hide in the first place, are simply concerned about extensive 
information gathering by public as well as private entities ( H A L L I N A N E T A L . 

2 012 ;  F R I E D E WA L D E T A L .  2 017) . Körner ( 2 019) defined authoritarian regimesʼ sur-
veillance and illiberal practices as systems under which “elected govern-
ments and political groups might be tempted to use data to maintain their con-
trol, manipulate the electorate, and suppress dissent and opposition” ( KÖ R N E R 

2 019:  9) . Illiberal regimes enjoy a level of access to the data of their citizens 
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that is not compatible with the norms of democratic societies, and which 
may allow them to bolster their position in a renewed competition of po-
litical systems for global supremacy ( I B I D. :  12) .

Furthermore, Bellanova and González Fuster ( 2 019) pointed out the 
contrast between the easiness of collecting and computer-processing enor-
mous sets of data on one hand, and the difficulty and complexity of mak-
ing relevant and meaningful use of them on the other, which complicates 
the surveillance control. The complexity of normative processes in cyber-
space requires a high level of flexibility to accommodate to a constantly 
developing subject. Each situation is specific, and defined by its context 
and the identities of the actors involved, which might lead to prioritising 
contrary solutions in various contexts ( F I N N E M O R E – H O L L I S 2016:  456 –459) . While 
online anonymity enhances the promotion of liberal values and democracy 
in authoritarian regimes, on the other hand, it also protects the perpetra-
tors of malicious activity. 

According to Lippert and Walby ( 2 013) , no dichotomy between tech-
nologies and security exists anymore, as IT tools have become an insepa-
rable part of liberal governmentality. Surveillance, in the meaning of usage 
of personal details for purposes of management and protection, although 
containing definite authoritarian attributes, does not automatically refer 
to an illiberal order. The term digital authoritarianism refers to statesʼ re-
sponding to losing control over the digital world by investing into surveil-
lance technologies with a direct aim to regulate communication, monitor 
large segments of the population and collect an unprecedented amount 
of citizen information (UNVER 2017). The illiberal practices with dangerous 
implications emerge when the population is sorted, classified and subse-
quently inherently prevented from enjoying certain rights, opportunities 
and life chances as a consequence of the surveillance-related distributive 
justice ( BA L L E T A L .  2 019;  B I G O – T S O U K A L A 2 0 0 8) . Furthermore, Bigo warns about 
the tendency to normalise exceptional measures on the part of the public. 

Where does the regulatorʼs authority end and oneʼs private sphere 
begin? The primary responsibility of the state remains to ensure securi-
ty and prevent future threats. In the context of the COVID-19 pandemic 
outbreak, the threat is represented by further spread of virus by infected 
individuals. Their personal data collection helps to isolate them from the 
rest of society, and hence serves as a preventive measure. Not using modern 
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technologies for this purpose would be absurd (ALI ET AL. 2016; HALLINAN ET AL. 2012; 

MALGIERI 2020), but this cannot serve as an excuse for any kind of unjustified os-
tracism or social exclusion. Furthermore, one’s digital privacy should never 
be violated in the name of predicting and pre-empting threats to nation-
al security if unnecessary (AMOORE 2014, QUOTED IN COOKE 2015; DE GOEDE 2014; MALGIERI 2020). 

The challenge of balancing personal data protection in the time of 
pandemic is obvious. The Austrian data privacy activist Max Schrems has 
warned citizens to remain careful of the rights they are giving away at a 
time of global panic: “I am worried that we will accept state surveillance during 
the health crisis but that it will then take years in court to get rid of it ” (SCHREMS, 

QUOTED IN FINDES – ESPINOZA 2020). His words markedly remind one of warnings about 
surveillance practices implemented by governments worldwide in the con-
text of the anti-terrorism measures after the 9/11 attacks (BIGO – TSOUKALA 2008). 

So, how to define liberal practices in the fight against the COVID-19 
pandemic while combining the maximal utilisation of digital technologies 
with a simultaneous respect for privacy, citizensʼ personal data protection 
and surveillance prevention? First, the existing legal framework in liberal 
democracies should be obeyed to ensure that the pandemic does not serve 
as an excuse for surveillance by any stakeholder, whether it be a state or 
a private one. Theoretically, the EU citizens are protected from personal 
data surveillance by the most ambitious and comprehensive normative 
framework yet existing in the developed world (BERG 2018: 161), based on decades 
of political and legal negotiations (BIGNAMI 2005; VAN ALSENOY 2019). Maintaining the 
rules while formulating the response to the COVID-19 pandemic should 
guarantee the appropriate liberal standards and liberal attitude promoted 
by the EU should have embraced aspects of international interdependence 
and called for heightened international cooperation (MAATI – ŠVEDKAUSKAS 2020). 
Yet with lacking clear guidelines, especially during the first wave of the 
pandemic, a temptation to abandon liberal values might have occurred. 

THE REACTION TO THE PANDEMIC OUTBREAK AT THE EU 
LEVEL REGARDING THE PERSONAL DATA PROTECTION 

The EU privacy and personal data protection framework not only regulates 
the private data created within the EU borders but poses the same limits 
on all private companies that are operating with the EU citizensʼ data all 
over the world. In the context of analysing the reaction to the pandemic, 
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the General Data Protection Regulation (GDPR) and the ePrivacy Directive 
play the main role. Whilst the ePrivacy Directive protects individual data 
located on mobile devices from being accessed via mobile communication 
networks, the GDPR regulates the collection, utilisation, preservation and 
transmission and of personal data. Despite the GDPR not being in effect 
for a long time yet, its core standards highlight the liberal principles in-
corporated in the Charter of Fundamental Rights of the European Union and 
Article 16 of the Treaty on the Functioning of the European Union, in which 
everyoneʼs right to the protection of personal data is already incorporat-
ed and the EU institutions, as well as the Member States, are obliged to 
respect that and act accordingly (T F E U 2 012) .

To assess the compliance of the geo-localisation and tracking appli-
cations launched in EU countries to fight the spread of COVID-19, espe-
cially the Articles 4, 7, 8, 9, 11, 17 and 20 of GDPR need to be looked at. The 
personal data of EU citizens can be collected only upon their freely given, 
specific and informed consent ( A R T I C L E 4,  G D PR ) , which can be withdrawn in 
an easy manner ( A RT I C L E 7,  G D PR ) . All the data needs to be pseudonymised and 
after that, it can no longer be attributed to a specific data subject without 
the use of additional information ( A R T I C L E 4,  G D PR ).  The data controller shall 
not be obliged to maintain, acquire or process additional information in 
order to identify the data subject ( A R T I C L E 11 ,  G D PR ) . The data subject has the 
right to receive information about the personal data collected and pro-
cessed concerning him or her at any time ( A R T I C L E 2 0) . Furthermore, the 
data subject possesses the right to erasure if their personal data are no 
longer necessary in relation to the purposes for which they were collected 
or otherwise processed or if he or she withdraws their consent on which 
the processing is based ( A R T I C L E 17,  G D PR ) . 

However, because of the unforeseen dynamic outbreak of the 
COVID-19 pandemic, during its first days and weeks, specific guidelines 
for an adequate response to it within the EU borders that would comply 
with EU legal standards were missing. On March 19, 2020, the European 
Data Protection Board (EDPB)8 adopted a statement on the processing 
of personal data in the context of the COVID-19 outbreak ( E D B P 2 02 0) to 
provide the Member States with the first guidelines on this in the liberal 
standards framework. The EDPB reminded the Member States that the 
GDPR foresees derogations to the prohibition of processing certain special 
categories of personal data, such as health data, where it is necessary for 
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reasons of substantial public interest in the area of public health ( A R T I C L E 

9) . Nevertheless, they also emphasized that: “even in these exceptional times, 
the data controller must ensure the protection of the personal data of the data 
subjects. […] Emergency is a legal condition which may legitimise restrictions of 
freedoms provided these restrictions are proportionate and limited to the emer-
gency period” ( I B I D.) . In a democratic society, such an interference must be 
necessary, in the interest of national security and public safety, for the 
protection of health, and proportional ( B I G N A M I 2 0 05) . 

Moreover, for the processing of electronic communication data, such 
as mobile phone location data, the ePrivacy Directive must also be respect-
ed. Location data can only be used when made anonymous by the operator 
or with the consent of individuals. The ePrivacy Directive enables Member 
States to introduce legislative measures related to such data to safeguard 
public security ( A RT I C L E 15 ,  E PR I VAC Y D I R E C T I V E), and such exceptional legislation 
is only possible if it constitutes a necessary, appropriate and proportionate 
measure within a democratic society ( I B I D.) .

The European Commission (EC) urged the national authorities not 
to misuse the exceptional situation by not respecting the legal standards 
and individualsʼ privacy when putting into force restrictive measures and 
developing geo-location tracking tools. That would possibly lead to an 
unwelcome abandonment of liberal values and, if further maintained, an 
unwelcome shift towards legitimisation of illiberal practices among the 
EU Member States. To prevent such a shift towards COVID-19-related 
data surveillance in the EU, the EC adopted the Recommendation9 on April 
8, 2020, followed by the EC Guidance10 on April 17, 2020. Firstly, the ECʼs 
Recommendation recognises that the mobile phone applications might in-
terfere with the exercise of certain fundamental rights related to privacy; 
thus, ensuring compliance with the data protection principles is a must. 
Secondly, in the document, three types of mobile application functions 
representing different levels of risk to peopleʼs privacy are differentiated. 
Whilst informative apps that provide users with erudite information about 
the virus only do not represent a threat to data surveillance, the warning 
and monitoring app functions, on the other hand, require various data in-
puts and collect information about users and their activity. Thus, particu-
larly in the case of geo-location and tracking-based app, the principles of 
justification, proportionality and voluntariness are unbreakable. Citizens, 
as the EC emphasised, cannot be obliged to use movement tracking apps, all 
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the data collected by them must be encrypted, anonymised and aggregated, 
and their use is strictly limited to the purpose of fighting COVID-19. The 
principle of voluntariness also indirectly responds to the potential problem 
of discrimination as not every EU citizen owns a device that would enable 
them to use the application. Finally, the interoperability of the national 
applications is expected to not hamper combatting the virus by fragmen-
tation as a restoration of freedom of movement is anticipated ( E C 2 02 0A ) . 

To fulfil the EC Recommendation, specified rules for the tracing ap-
plications were introduced by the EDPB Guidelines 04/202011 on April 21, 
2020. The Guidelines differentiate between two models. Under the central-
ised one, the anonymised data are uploaded to a remote server. Should a 
person become COVID-19 positive, contact matches with other users are 
processed. The decentralised model, on the other hand, gives users more 
control over the collected information. In this model all the data are stored 
in the mobile phone only. Each user is given a unique code, and the matches 
are made with people who may have been in contact with the virus (C R I DD L E 

– K E L I ON 2 02 0) . According to the EDPB, preference should be given to the de-
centralised model by national authorities. The controller of any contact 
tracing application, preferably national health authorities, should use the 
data for purposes related only to the management of the COVID-19 crisis. 
Finally, the application should not under any circumstances collect infor-
mation not related to COVID-19, such as oneʼs civil status, communication 
identifiers, equipment directory items, messages, call logs, location data, 
device identifiers, etc. ( I B I D.) . As the Guidelines are not legally binding, it is 
therefore up to app developers and national governments to decide how 
to proceed in this regard. Still, if any European approach to this is to be 
established, an opt-in represents a logical step forward. 

In line with the liberal standard of international cooperation, in 
June 2020 EU Member States agreed on interoperability elements being 
adjusted to their national applications to strengthen the pan-European 
approach against COVID-19 ( E H E A LT H N E T WO R K 2 02 0 B ,  C ,  D) . The implement-
ing Decision (EU) 2020/1023 in regard to the cross-border exchange of data 
between national contact tracing and warning mobile applications was 
adopted by the EC on July 15, 2020 ( E C 2 02 0 C) . The central data controller, 
which collects the personal date from all EU COVID-19 apps in operation, 
should become a newly established European Federation Gateway Service 
( E H E A LT H N E T WO R K 2 02 0B) with national bodies as joint controllers. Once the 
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system is in operation, the personal data transmitted to the federation 
gateway are to be stored in a pseudonymised format and should include key 
identifiers no older than 14 days ( I B I D.) . To prevent a personal data breach, 
the deletion of personal data in the database should take place once all the 
participating Member Statesʼ servers have downloaded them or 14 days 
after their reception ( I B I D. :  A N E X I I I ) . 

In this regard, since the early stages of the pandemic, the attempts 
to introduce a joint approach among all the EU Member States based on 
common high standards of privacy and data protection have failed. As of 
the end of August 2020, 1512 out of the 27 EU countries have national con-
tact-tracing apps in operation, and four13 more are working on their de-
velopment. From among these countries, Austria and the Czech Republic 
were the first to introduce their national apps in the EU, both using the 
decentralised system ( E C 2 02 0B :  5) . 

THE DATA COLLECTION-RELATED MEASURES TAKEN 
IN THE CZECH REPUBLIC TO FIGHT COVID-19

Evaluation of the (il)liberal standards in the 
country during the first wave of the pandemic

In the Czech Republic, the first patient with COVID-19 was diagnosed on 
March 1, 2020. The government of the Czech Republic declared the state 
of emergency 12 days later ( V L Á DA Č R 2 02 0A ) . This step signalled the creation 
of an environment in which illiberal standards such as data surveillance 
could be potentially authorized more easily and quickly. Back then, the 
Czech Republic had evidence of 412 confirmed cases ( A K T UÁ L N Ě . C Z 2 02 0) and 
belonged to the first EU countries to implement restrictive measures on 
travelling abroad ( V L Á DA Č R 2 02 0B) . 

In a form of a Resolution, the Government approved the use of 
geo-location tools to track persons with a demonstrably confirmed 
COVID-19 infection under Article 9 of the GDPR on March 18, 2020 (VLÁDA 

ČR 2020C). Under the Resolution, the geo-location tracking was originally 
supposed to be temporally limited by the duration of the state of emer-
gency, which ended on May 17, 2020 (VLÁDA ČR 2020C), while the geo-location 
apps stayed in use and became a part of the new COVID-19 tracking re-
gime (the “smart quarantine”). The authority responsible for ensuring 
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the technical as well as legal aspects of the geo-tracking and personal 
data protection was the Ministry of Health (MoH) (VLÁDA ČR 2020D), as rec-
ommended in the EDPB Guidelines, and it was supported by the Czech 
army until May 25, 2020. 

Reflection on the privacy and data protection 
standards in the national covid-19 apps

As an aspect possibly positively contributing to the prevention of illiberal 
actions, the immediately established public-private partnership needs to 
be pointed out. Several Czech entrepreneurs, IT specialists and members 
of academia united to build the COVID19CZ initiative, an informal plat-
form offering the Czech government pro-bono services. Among its other 
activities, specialists coordinated by 20 companies14 programmed a cus-
tom-tailored technology based on the geo-location principle to control 
the spread of the virus in the population. Using a decentralised system 
of data collection, the software also meets the European data protection 
requirements (C OV I D 19 C Z 2 02 0B) . In the official manifesto of the COVID19CZ 
initiative, the members stated that they identify themselves with demo-
cratic values and peopleʼs privacy, and committed themselves to respect 
the GDPR. Furthermore, the creators guaranteed that they would transfer 
all intellectual rights to the developed technology under the MIT licence 
to the Czech government in 1–3 months to obey the GDPR requirement 
of one national data controller ( I B I D.) . As the study of Hallinan, Friedewald, 
and McCarthy ( 2 012) showed, in the EU, private companies are, in general, 
perceived as less trustworthy than governments concerning data surveil-
lance. Therefore, the COVID19CZ initiative’s contribution to the credi-
bility of the app is rather negligible. The outcome of this public-private 
partnership was the creation of the application “eRouška” (which means 
“e-FaceMask” in Czech), which then became a fundamental part of the 
smart quarantine system of the Czech Republic.  

The “smart quarantine” (also known as the “intelligent quarantine”) 
is a project created by the Czech Government that was inspired by South 
Korea and Singapore. The system is based on tracking positively tested 
people by memory mapping of their recent activities. To help the patient 
create a memory map, data from a geo-localisation tracking app, such as 
eRouška, together with data provided by a mobile operator or bank ser-
vices can be used (Č T K 2 02 0A ;  M VČ R 2 02 0A ) . The smart quarantine was officially 
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activated on May 1, 2020, combining the use of personal data with a per-
sonal approach. In this system, the person with a confirmed COVID-19 in-
fection is contacted by the responsible authority, namely the MoH, which 
is represented by the regional hygienic stations (RHS). During the call, the 
administrative staff of the RHS asks the COVID-19 patient whether he or 
she agrees with providing the authority with the personal data gathered 
by the application eRouška, the mobile operator and the bank. Only after 
being provided with the consent, the RHS receives the personal data, which 
are then used to create the memory map of the personʼs recent movement 
to detect other potentially infected people ( I B I D.) . This procedure is a doc-
umented aspect of the liberal approach towards personal data protection 
of COVID-19-infected people in the Czech Republic.   

The eRouška app was designed as a decentralised model of a geo-lo-
cation contact tracing application. Every user is pseudonymised in the 
system by an automatically generated unique personal code. Using the 
Bluetooth technology, the database remembers the location data of other 
eRouška users the person was in contact with. All the data are stored in 
the usersʼ mobile phones. Upon giving consent, the user provides the data 
so far stored in his or her mobile to the RHS. Using this data, the RHS re-
ceives the unique personal codes of people who were potentially exposed 
to the virus while being in close contact (less than 2 metres) for a longer 
period of time (15+ minutes within 24 hours) with a positively tested pa-
tient. These people are then notified by the RHS ( E RO U Š K A 2020A ; E RO U Š K A 2020B) 
and according to the information received, the RHSʼs personnel evaluates 
the risk of infection transfer and propose the next steps to take such as 
testing, quarantine, etc. ( I B I D.) . 

To meet the GDPR standards, the information about the data collect-
ed and the withdrawal option is available on the website dedicated to the 
coronavirus run by the MoH ( M V Č R 2 02 0A ) . According to the eRouška appli-
cationʼs authors, after the consent is given, the related personal data are 
available to the respective RHS for 6 hours ( I B I D. ,  I N V E S T I G AC E . C Z 2 02 0) . As was 
pre-arranged in March 2020, all the intellectual rights were transferred 
to the official data controller, the MoH, at the end of May 2020 ( V E S E L OVS K Ý 

2 02 0) , by which another of the EDPB Guidelinesʼ recommendations was met.

Interestingly, eRouška is not the only COVID-19 tracking app in 
the Czech Republic. During the state of emergency, another tracking 
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software besides eRouška was developed. This software was created 
by company Seznam.cz introducing a new function to its long-existing 
maps software “Mapy.cz”. To utilise the new function, Mapy.cz users 
first need to express their consent to the data collection and its storage 
after the application instalment. For geo-localisation tracking, GMS 
triangulation is used by this COVID-19 app, which is less accurate than 
the Bluetooth technology ( K U B I Á N OVÁ 2020) . The algorithm assesses the data 
collected and notifies its users if they were in close contact (less than 2 
metres for 15+ minutes) with a positively tested person. After being posi-
tively tested for COVID-19, the user must provide a second consent in or-
der to provide the data to the RHS. The given consent can be withdrawn 
directly in the application. Meanwhile, the collected data are stored in 
the ownersʼ (the private company Seznam a.s.) databank for one month 
before being deleted (S E Z N A M . C Z 2 02 0) .

Liberal elements and data protection standards 
in the communication with the public related to 
the covid-19 national mobile phone apps

Concerns which appeared about the smart quarantine and both appsʼ 
liberal and data protection standards among the public can be divid-
ed into two areas. Firstly, there had been only one data controller, the 
Czech MoH (VLÁDA ČR 2020E), until the government surprisingly decided to 
create a new governmental body, the Council for Health Risks (CHR), 
on July 27, 2020. Since July 28, the smart quarantine is run by the CHR, 
which is represented by the Prime Minister, the Minister of the Interior, 
the Minister of Health, the Minister of Defence, government proxies for 
digitisation, science and research, the chairman of the Association of 
Regions and a representative of the biggest health insurance compa-
ny. In the inner structures of the CHR, a specialised unit represented 
by the chief hygienist, representatives of the army and representatives 
of the MoH (ČTK 2020B; VLÁDA ČR 2020G) was established to control and manage 
the smart quarantine. In Article 17 of the GDPR, a request to a speci-
fied data controller is made, thus the establishment of the CHR is not 
directly in conflict with the GDPR. Nonetheless the currently disinte-
grated system in the Czech Republic instigates severe concerns. The 
more disintegrated the system is, the higher is the probability of data 
surveillance or cyberattack exposure. Appropriate reasoning for the 
decision to change the data controller was not provided.  
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Secondly, the smart quarantine has been criticised for its low util-
isation, and thus its low effectivity. According to an Oxford University 
study, to ensure the proper functionality of the smart quarantine, approx-
imately 60% of the population (which means over 6,000,000 people in the 
case of the Czech Republic) needs to be active users of the geo-tracking 
applications ( U N I V E R S I T Y O F OX FO R D 2 02 0) . In August 2020, only approximate-
ly 250,000 people have downloaded the eRouška app ( M A R T I N E K 2 02 0) and 
almost 1,700,000 people allowed the Mapy.cz app to collect their geo-lo-
calisation data (S E Z N A M . C Z 2 02 0) . The Oxford researchers said that when 
15% of the population uses the given app, the first positive effects can be 
observed ( U N I V E R S I T Y O F OX F O R D 2 02 0) , but at least eRouška is very far from 
meeting this goal. 

Furthermore, as the representatives of the government confirmed, 
in the first three months since their activation, the data collected via the 
COVID-19 apps, mobile operators and banks have been requested by the 
RHSʼs personnel in 615 cases only15 ( M A R T I N E K 2 02 0) , although the number of 
confirmed COVID-19 cases exceeded 15,000 by that time ( M V Č R 2 02 0B) . As 
the smart quarantineʼs design is dependent on both the total number of 
users and its utilisation by RHSs, the real numbers indicate that the sys-
tem has failed so far. 

No survey has been conducted among citizens to find out which fac-
tors caused the low utilisation. Possibly all the reasons one would normally 
think of, such as a fear of data breach and surveillance, a lack of awareness, 
user-unfriendly settings and the appsʼ prolonged unavailability for iOS 
users, play a role. One of the characteristics present in illiberal regimes is 
that people do not trust public authorities enough to provide data to them. 
Although the data about the Czech population’s possible distrust of the 
COVID-19 apps due to potential data surveillance are not available yet, a 
warning sign to the Czech government regarding its trustworthiness was 
made by the electorate. 

To respond to the obvious inefficiency, the government announced 
the launching of the “smart quarantine vol. 2” at the end of summer 
2020. Whilst the CHR had high expectations for the improved system, 
and the Czech MoH started an eRouška promotion campaign to in-
crease the number its users (MARTINEK 2020), the Head of the Czech National 
Data Protection Authority (NDPA), Ivana Janů, expressed her serious 
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concerns about the system in the Czech Senate: “Not only was the smart 
quarantine project consulted with the official Czech data protection au-
thority only in a limited scope, after its activation and upon request, but all 
the identified risks of personal data breach have not been eliminated yet [at 
the end of June 2020], while the preparation for the smart quarantine vol. 2 
started. The eRouška app stores personal data and when it receives the us-
er’s consent, one but not the only condition for handling the user’s personal 
data is met ” (UOOU 2020). The proposed solution by the Czech NDPA lies 
in the involvement of the legislative power and a closer cooperation of 
the government with the NDPA to legitimise further steps ( I B I D.) . If this 
is not done, serious concerns about the potential governmental inten-
tions regarding the data surveillance might occur.   

Summary of the czech response to covid-19 and 
a reflection on the pan-european approach 

To summarise the findings for the Czech Republic in the context of the 
research questions, first, the Czech geo-localisation apps were both 
developed under the extraordinary measures of Article 9 of the GDPR 
during the state of emergency which lasted until May 17, 2020. The apps 
have remained in operation after that and according to the statement of 
the Head of the Czech NDPA, their functionality requires improvement 
to ensure the full protection of personal data guaranteed by the GDPR. 
The lack of cooperation with the NDPA during the initial phase of the 
smart quarantine also leaves certain doubts about whether there was a 
full compliance with the liberal standards as defined. The main differ-
ence between Mapy.cz and eRouška lies in the used technology (GMS 
and Bluetooth) and data storage (the Seznam.cz database and usersʼ 
mobile phones respectively). The public reaction to their introduction 
was rather vigilant and distrustful. Only a fragment of the Czech soci-
ety showed an interest in downloading the apps, which led to a lower 
utilisation level than that which was needed to start bringing some real 
benefits. Besides the claimed lack of cooperation between the Czech 
NDPA and the COVID-19 appsʼ designers, a deflection from the EDPB 
Guidelines can be also observed in the decision to remove the exclusive 
responsibility for the smart quarantineʼs management from the MoH to 
the CHR at the end of July 2020. The final remark is to be made on the 
pan-European proposal in the context of the measures implemented in 
the Czech Republic during the first wave of the pandemic. Despite of the 
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decentralised model of eRouška, its interoperability with other EU apps 
for the cross-border exchange of data has not been secured yet. 

THE DATA COLLECTION-RELATED MEASURES 
TAKEN IN AUSTRIA TO FIGHT COVID-19

Evaluation of the (il)liberal standards in the 
country during the first wave of the pandemic

With 27,000+ cases at the end of August 2020, Austria belonged to the 
mid-level affected countries in the EU (C O RON A T R AC K E R 2 02 0) during the first 
wave of the pandemic. Unlike many other states, Austria did not declare a 
state of emergency during the corona crisis. This supposedly should signi-
fy fewer opportunities for the implementation of illiberal standards as au-
thorities had to fully comply with the Austrian constitutional framework 
( L AC H M AY E R 2 02 0) . The first restrictive measures in Austria were framed as a 
state of exception based on the historical Epidemic Diseases Act from 1950 
( I B I D.) , and two new bills, the first and the second Covid-19 Law from March 
15, 2020, and March 21, 2020, respectively ( ATA N A S S OV E T A L .  2 02 0 :  2 –3 ;  E U RO P E A N 

T R A I N I N G A N D R E S E A RC H C E N T R E FO R H U M A N R I G H T S A N D D E M O C R AC Y 2 02 0 :  2) . 

As the Austrian Epidemic Diseases Act was formulated decades 
before the digital ageʼs arrival, an additional document extending its 
authority was released on February 28, 2020. With the Enforcement 
of the Epidemic Law, a document prepared by the Austrian Federal 
Ministry of Social Affairs, Health, Care and Consumer Protection 
(known as the Sozialministerium), the regional health departments 
received permission to collect personal data of people positively 
tested for COVID-19. The data include their address, occupation, so-
cial contacts, etc. and are to be used to track individuals potential-
ly exposed to infection. Under this act, the data controller was the 
national epidemiology unit operating under the Sozialministerium 
(S O Z I A L M I N I S T E R I U M AT 2 02 0) . Direct references to the data protection reg-
ulation can be found in the second Covid-19 Law. In its Article 1, the 
Telecommunications Act from 2003 has been changed to allow the 
Austrian Government to be provided upon request with the custom-
ersʼ data to be used for free warning purposes. The data should be in 
a form fulfilling the data protection requirements currently in force, 
which means the GDPR inclusively ( PA R L I A M E N T AT 2 02 0A ) . 
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Interestingly, a controversial data transfer with certain character-
istics of data surveillance took place in Austria already before the Act 
was enacted. On March 17, 2020, the biggest Austrian telecom operator, 
A1, confirmed that it had provided the Austrian Government and the 
Austrian Red Cross (ARC) with analyses of the aggregate movement of 
people from March 7, 2020 until March 15, 2020 out of its own initiative.  
The data of mobile phone owners were analysed to provide the officials 
with an insight into whether the then recently implemented regulatory 
measures reducing social contact starting from March 10, 2020, have 
made a difference or not (DUBMRAVA 2020: 5; IBID.: 10). Supposedly, no custom-
ers were informed about A1ʼs intentions in advance (SULZBACHER – AL-YOUSSEF 

2020), which represents a deviation, albeit an exceptional one, from the 
liberal standards. A1 argues that all the data were provided in fully an-
onymised manner (using a 20-digit code which was changed every 24 
hours), and thus the activity represented a Big Data analysis and was in 
full compliance with the GDPR (IBID.) as well as with the ePrivacy Directive. 
According to Rainer Knyrim, an Austrian lawyer specialised in data 
protection, as the data were anonymised, no additional consent of us-
ers was necessary from the legal perspective (RAINER KNYRIM, QUOTED IN BECHTOLD 

ET AL. 2020). On the other hand, an Austrian expert on data protection, 
Christof Tschohl, stated that the case represents an interference into 
citizensʼ privacy, despite being understandable in the times of pandemic 
(SULZBACHER – AL-YOUSSEF 2020). The unveiled affair naturally provoked distrust 
among the Austrian population (O R F 2 02 0) . In a survey conducted by the 
Vienna Centre for Electoral Research (VCER) at the end of March 2020, 
over 80% out of 1,541 respondents rejected the idea of peopleʼs person-
al data being collected and further analysed without their knowledge 
(PARTHEYMÜLLER ET AL. 2020A).    

Reflection on the privacy and data protection 
standards in the national covid-19 app

Like in the Czech Republic, a geo-localisation mobile phone applica-
tion based on a decentralised model of data collection was developed 
in Austria. It was Stopp Corona, a contact tracing app run by the ARC 
on behalf of the Federal Ministry of Health. On March 25, 2020, it be-
came the very first national COVID-19 geo-tracking app in operation 
to be released in the EU (EC 2020B: 5). The app was developed in cooperation 
with the private sector as well, namely with the consulting company 
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Accenture Austria and the Uniqa private foundation, the main share-
holder of the private Austrian insurance company of the same name 
(DAUM – GASSER 2020).

In terms of how it functions, Stopp Corona can be easily described 
as a combination of both of the Czech apps and ensures a high stan-
dard of personal data protection in compliance with the EU legislation. 
Once users install the app, their consent to the data collection is re-
quired. The data are stored in the userʼs mobile phone for 14 days and 
protected from potential misuse by two codes, a temporary exposure 
key (TEK) and a rolling proximity identifier (RPI) (STOPP CORONA 2020A). The 
application uses Bluetooth technology to collect all RPIs that were 
present within a short distance (less than 2 metres) from the given 
mobile phone for a longer period of time (15+ minutes). To ensure an 
even higher data protection, the RPI code changes every 10 minutes 
automatically. Should an app user be positively tested for COVID-19, 
the collected data from the userʼs mobile phone are with his/her con-
sent provided to the ARC. Other users who came into contact with the 
infected person within the past 54 hours are notified via the app. For 
the notification purposes, the personalised TEK data of the infected 
users together with their RPIs are used. To register in the Stopp Corona 
app, users are not obliged to provide their mobile phone number. The 
notification is processed in the application system only. Although fur-
ther contact details such as the userʼs phone number can smoothen the 
notification process and communication, providing them at the time 
of registration is voluntary (IBID.). 

Interestingly, the Austrian application provides users also with a 
possibility to report a “suspicion of COVID-19 infection”. In this case, 
all users who were in close contact with the person who suspects that 
he/she is infected are notified as well. Should the personʼs actual test 
turn out negative, the user can use the false alarm notification and 
cancel the original warning notifications. For the false alarm noti-
fication, the user needs to provide his/her mobile phone number to 
the relevant authority to prevent misuse. The consent to store the 
phone number details can be withdrawn anytime, in which case the 
body has 30 days to delete the stored data ( I B I D.) . This supports the 
previous statement of the high data protection standards guaranteed 
to the Stopp Corona app users.   
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Liberal elements and data protection standards 
in the communication with the public related to 
the covid-19 national mobile phone app  

In regard to the communication of data protection standards to the pub-
lic, the official Stopp Corona app website deserves special attention, as it 
provides very detailed information on the appʼs functionality, its operation 
system, the data collected and the methods of data analysis (S T O PP C O RON A 

2 02 0B) . Next to that, the data protection section of the Stopp Corona app 
website explicitly refers to articles of the GDPR that the app is in compli-
ance with ( I B I D.) . In this regard, the Austrian procedure can serve as a good 
practice for other countries promoting liberal standards.    

However, despite all these efforts, a reluctancy to install the app 
accompanied the first wave of the COVID-19 pandemic in Austria. With 
approximately 15% of the population being users of the app, the utilisa-
tion remains low, although reaching the minimum level to observe posi-
tive effects that was defined by the Oxford researchers ( H U B E R 2 02 0 ;  J E L E N KO – 

B E N E D I K T 2 02 0 ;  U N I V E R S I T Y O F OX FO R D 2 02 0) . In July, the Austrian data protection 
expert Max Schrems officially confirmed that the ARCʼs Stopp Corona app 
meets all the GDPR and ePrivacy requirements. Based on his expertise, the 
concerns about the app among Austrian citizens might have arisen due to 
its swift introduction in March 2020, shortly after the pandemic outbreak, 
while in other EU countries COVID-19 apps have not been developed until 
recently ( V I E N N A ON L I N E 2 02 0) .

According to the ARC, what stands behind the low utilisation is per-
haps the political debate about people potentially being forced to download 
the app through illiberal law enforcement, which has negatively resonated 
within the public society. In another VCER public opinion survey from April 
2020, the majority of respondents rejected the idea of obligatory use of the 
Stopp Corona app ( PA R T H E Y M Ü L L E R E T A L .  2 02 0B) which would be also in contra-
diction with the EC Recommendation from April 2020. The political debates 
in Austria about the potential obligation to use the COVID-19 tracking 
app started in April 2020, as Wolfgang Sobotka, Austriaʼs President of the 
National Council and former Federal Minister of the Interior, expressed 
his support for this option ( M Ü N C H – M U T H 2 02 0) . The Austrian Administrative 
Court reacted to the statement immediately. By declaring the potential 
obligation to be a disproportionate interference in the fundamental and 
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data protection rights as well as the freedom of individuals, the Court ap-
pealed to the government not to “override the principles of the rule of law ” 
( D E R S TA N DA R D 2 02 0 ;  S A L Z B U RG E R N AC H R I C H T E N 2 02 0) .

Still, especially during the negotiations about the Amendment of the 
Epidemic Act 1950, the opposition parties SPÖ (Sozialdemokratische Partei 
Österreichs) and FPÖ (Freiheitliche Partei Österreichs) made use of the neg-
ative mood in society and repeatedly reopened the discussions to express 
their concerns about potential app-use enforcement ( M A RC H A R T – S C H M I D 2 02 0) . 
In the finally approved Amendment, unsurprisingly, no illiberal obligations 
to install the COVID-19 app were enacted ( L AC H M AY E R 2020 ;  PA R L I A M E N T AT 2020B) . 
A statement confirming that no one can be forced to install a COVID-19 
tracking app was also published on the Austrian NDPAʼs website dedicated 
to COVID-19 ( DAT E N S C H U T Z B E H Ö R D E 2 02 0) .

Despite the fact that the Austrian government has repeatedly de-
nied all accusations of its having future plans to make the use of the 
COVID-19 app an obligation, the political debates continued. They espe-
cially intensified after the Slovenian parliament approved the obligatory 
use of a tracking app for those who are verifiably infected or ordered to 
quarantine, which has set up a potentially dangerous illiberal precedent 
for other EU states ( N OVA K 2 02 0) . On July 18, 2020, Susanne Fürst, a member 
of the Austrian Parliament from FPÖ, addressed a query to the Austrian 
chancellor Sebastian Kurz. In the text, the answers to eleven questions on 
the governmental cooperation with US companies on the Stopp-Corona 
appʼs development and citizensʼ monitoring via the app were request-
ed ( PA R L I A M E N T AT 2 02 0 C) . In his reaction, Sebastian Kurz repeated that the 
Austrian government does not strive for any kind of monitoring of people, 
or a nationalisation of collected personal data ( PA R L I A M E N T AT 2 02 0D) .   

Summary of the Austrian response to covid-19 and 
a reflection on the pan-European approach 

To sum up the findings related to the Austrian measures briefly, as there 
was no state of emergency declared during the first wave of the pandemic, 
all the actions undertaken had to strictly comply with the current data pro-
tection standards. The exceptional case of the country was further framed 
by its outdated Epidemic Diseases Act from 1950, which required a prompt 
legislative update to meet the requirements of the contemporary digital 
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world. Besides the questionable data transfer of the telecommunication 
operator A1 in March 2020, no data surveillance has been yet observed 
in the country. The Stopp Corona app, although being the first COVID-19 
app in operation among all the EU Member States, seems to provide oth-
er countries with a good practice example of a geo-localisation tracking 
app with high standards of personal data protection, especially due to its 
double coding (TEK and RPI).  

Especially Wolfgang Sobotkaʼs expressed support for making the 
installation of the COVID-19 app obligatory, and the following prolonged 
negotiations of the new Amendment of the Epidemic Act and intense politi-
cal debates, contributed to Austriaʼs negative attitude towards the Stopp 
Corona app, which was not changed even by the high informative stan-
dards of its website and the published expert opinions on its data security. 
Finally, although the app represents a decentralised model of architecture 
as well and meets other EDPB recommended standards, the interopera-
bility goal has not been achieved yet. The official plan is to incorporate 
the Stopp Corona app into the pan-European tracking-app architecture 
by the end of October 2020 ( W I E S E 2 02 0) . 

CONCLUSION

the first wave of the COVID-19 pandemic surprised Europe in March 2020, 
putting political leaders under pressure to swiftly introduce adequate 
measures to prevent the infection from the spreading, whilst guidelines 
on how to do so in compliance with, among other things, personal data 
protection rules and a high respect for privacy, were not then available yet. 
Situations like this might lead the decision-makers in one of two directions: 
either choosing the way of strict compliance with liberal and democratic 
standards or opting for a more authoritarian and oppressive alternative. 

Through the two case studies, the article answered the following 
questions one by one: (1) how and under which circumstances the Czech 
and Austrian governmental representatives reacted to the spread of 
COVID-19 infection from the perspective of utilising digital technologies, 
(2) whether the liberal standards lying in respect for privacy and personal 
data protection of citizens were maintained and (3) how the data protec-
tion standards were communicated to the public and what the level of the 
app’s acceptance and perceived trustworthiness was. The findings show 
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that in both countries, during the first wave of the pandemic the liberal 
approach was chosen and mostly maintained, albeit imperfectly. From the 
perspective of the actions analysed in the given time frame, the rights of 
citizens were to a wide extent respected. 

Regarding the circumstances, in the Czech Republic, both apps were 
developed and introduced during the state of emergency while the smart 
quarantine system was activated afterwards. The eRouška app functions 
represent higher personal data protection standards than those of Mapy.
cz, although its utilisation remained lower. This might be caused by its 
novelty. In contrast to eRouška, the application Mapy.cz had already exist-
ed before the pandemic, and its portfolio was only extended by software 
collecting data and notifying users about possible COVID-19 exposure. 
Serious concerns about data protection and privacy standards were caused 
by the lack of cooperation between the government and the Czech DPA 
during the preparation and initial phase of the smart quarantine, as well 
as the unprecedented change of the data controller authority in July 2020. 
Regarding the EDPB Guidelines from April 2020 and the agreed interoper-
ability standards from June 2020, the Czech smart quarantine system is 
built on a decentralised model, which sends a positive message towards 
Brussels, although the interoperability has not yet been arranged. 

The Austrian government did not declare a state of emergency during 
the first wave of the COVID-19 pandemic. Additionally, the country faced 
some unusual issues at the beginning of March 2020 due to its outdated 
Epidemic Diseases Act from 1950. Still, one of the countryʼs major achieve-
ments was that it became the first EU Member State to put a COVID-19 
app into operation. Furthermore, the Stopp Corona app, especially thanks 
to its double coding (TEK and RPI), was found to ensure high data protec-
tion standards. Nevertheless, as the questionable data transfer by A1 was 
given a lot of publicity, citizens probably became rather sceptical toward 
the tracking app. Furthermore, the ill-considered statement of a potential 
obligation to instal the Stopp Corona app supported the Austriansʼ reluc-
tance to download and use it. The utilisation thus remained low, hardly 
reaching the minimum of 15% of the population that is required for the 
app to start bringing some benefits. As the Austrian Stopp Corona app is 
designed on a decentralised architecture model, hopes for its future in-
teroperability with other EU COVID-19 apps are present, despite this not 
having been achieved by the end of August 2020.
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The last research question reflected on the national implementa-
tion of the pan-European approach. Despite the fact that the interopera-
bility standards elements were agreed among EU Member States in June 
2020, only a tight majority of the EU countries (15 out of 27 as of the end 
of August) have national tracing and warning mobile applications in use. 
Both the Czech and the Austrian apps met the requirements for future in-
teroperability thanks to their decentralised model of data storage, despite 
the it has not been achieved yet. 

One comparative remark can be made in the reflection on different 
citizensʼ reactions to the political development around the COVID-19 and 
national appsʼ implementation. While in the Czech Republic the estab-
lishment of the CHR or the lack of cooperation between the government 
and the Czech NDPA did not provoke much negativity in the society, in 
Austria, the debate about potential app-use enforcement resonated sig-
nificantly among the politicians as well as the public. The long-term cul-
tural and public discourse about data protection and privacy in Austria 
which has been missing in the Czech Republic could serve as a potential 
explanation. Data protection and privacy have echoed in the discourse for 
several years already, as is proven by the quoted and well-known Austrian 
privacy experts Max Schrems and Christof Tschohl. However, as this as-
sumption is still lacking any scientifically approved evidence, this can be 
a subject for further research. 

 

 En dn ot es

1 At the end of August 2020, the Czech Republic had evidence of 24,000+ con-

firmed cases while the corresponding figure for Austria was 27,000+.  

2 The World Health Organisation declared the global pandemic of COVID-19 in 

March 2020. In the Czech Republic and Austria, the governmental representatives 

started to officially refer to a second wave of the pandemic in September 2020.  

3 A reference to such a risk could be found in the famous Warren and Brandeis ar-

ticle published in 1890. Of the many recent authors dealing with this issue, see, 

for example: Allmer 2011; Bellanova 2006; Bigo – Tsoukala 2008; Cavelty – Leese 

2018; Hallinan et al. 2012; Hosein – Altshuller 2017.

4 Snowdenʼs disclosures in 2013 revealed several surveillance programmes operat-

ing globally (Zaia 2019).

5 The Cambridge Analytica consultancy company faces accusation of using 

Facebook usersʼ data to inf luence the Brexit campaign without the knowledge of 

the people whose Facebook profile data were data-mined (Naik 2018; Sherr 2018).

6 Users of the fitness application Strava among U.S. active military personnel re-

vealed their deployment through its use in 2018 (Hern 2018).
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7 Discriminatory ill-treatment based on predictive policing algorithms and analy-

sis of asylum seekers based on automatic language recognition can be named as 

two examples of this. 

8 The EDBP is an independent body responsible for contributing to the consistent 

application of data protection rules throughout the EU.

9 A common Union toolbox for the use of technology and data to combat and exit 

from the COVID-19 crisis, in particular concerning mobile applications and the 

use of anonymised mobility data.

10 Guidance on Apps supporting the fight against COVID 19 pandemic in relation to 

data protection (2020/C 124 I/01).

11 The EDPB Guidelines on the use of location data and contact tracing tools in the 

context of the COVID-19 outbreak.

12 Austria, Croatia, the Czech Republic, Denmark, Estonia, Finland, France, 

Germany, Hungary, Ireland, Italy, Lithuania, Norway, Poland and Spain.

13 Belgium, Malta, Portugal and Slovakia.

14 Seznam.cz, Alza.cz, Keboola, Pale Fire Capital, O2, mluvii, Clevermaps, Česko.

Digital, Liftago, Stories.bi, DataSentics, Dateio, Expertkom, Actum, WMC/Grey, 

Rockaway, Invia.cz, Daktela, Prusa Research, Reservio (COVID19CZ 2020a).

15 As of July 27, 2020 (Martinek 2020). 
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